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IP BLOCK = 172.16.16.0/20
2 NETWORKS, 2 LOCATIONS,

NETWORK CONNECTOR/TUNNEL = 
172.16.16.28/30



VANCOUVER SITE
BUILD A VIRTUAL NETWORK AS FOLLOWS:

ACCOUNTING (10 NODES)
ADMINISTRATION (19 NODES)
HUMAN RESOURCE (3 NODES)



KELOWNA CONFIG:

!

!
UPGRADE FPD AUTO

VERSION 12.4
SERVICE TIMESTAMPS DEBUG DATETIME MSEC

SERVICE TIMESTAMPS LOG DATETIME MSEC
NO SERVICE PASSWORD-ENCRYPTION

!
HOSTNAME KELOWNA

!
BOOT-START-MARKER
BOOT-END-MARKER

!
LOGGING MESSAGE-COUNTER SYSLOG

ENABLE SECRET 5 $1$HPTE$VCWRHEA/TSRAGOWKTHBKA0
!

NO AAA NEW-MODEL
IP SOURCE-ROUTE

NO IP ICMP RATE-LIMIT UNREACHABLE
IP CEF

!
!
!
!

NO IP DOMAIN LOOKUP
NO IPV6 CEF

!
MULTILINK BUNDLE-NAME AUTHENTICATED

!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!

ARCHIVE
 LOG CONFIG
  HIDEKEYS

! 
!
!
!
!

IP TCP SYNWAIT-TIME 5
!
!
!
!

INTERFACE FASTETHERNET0/0
 DESCRIPTION POINT TO POINT

 IP ADDRESS 172.16.16.30 255.255.255.252
 DUPLEX HALF

!
INTERFACE FASTETHERNET1/0

 DESCRIPTION SALES
 IP ADDRESS 172.16.16.129 255.255.255.192

 IP ACCESS-GROUP 10 OUT
 DUPLEX AUTO
 SPEED AUTO

!
INTERFACE FASTETHERNET1/1
 DESCRIPTION MARKETING

 IP ADDRESS 172.16.16.225 255.255.255.224
 IP ACCESS-GROUP 40 OUT

 DUPLEX AUTO
 SPEED AUTO

!
ROUTER OSPF 25999

 LOG-ADJACENCY-CHANGES
 NETWORK 172.16.16.28 0.0.0.3 AREA 0

 NETWORK 172.16.16.128 0.0.0.63 AREA 0
 NETWORK 172.16.16.224 0.0.0.31 AREA 0

!
IP FORWARD-PROTOCOL ND

NO IP HTTP SERVER
NO IP HTTP SECURE-SERVER

!
!
!

ACCESS-LIST 10 DENY   172.16.16.0 0.0.0.15
ACCESS-LIST 10 DENY   172.16.16.224 0.0.0.31

ACCESS-LIST 10 PERMIT ANY
ACCESS-LIST 40 DENY   172.16.16.128 0.0.0.63

ACCESS-LIST 40 PERMIT ANY
NO CDP LOG MISMATCH DUPLEX

!
!
!
!
!
!

CONTROL-PLANE
!
!
!
!
!
!
!

GATEKEEPER
 SHUTDOWN

!
!

LINE CON 0
 EXEC-TIMEOUT 0 0
 PRIVILEGE LEVEL 15

 LOGGING SYNCHRONOUS
 STOPBITS 1
LINE AUX 0

 EXEC-TIMEOUT 0 0
 PRIVILEGE LEVEL 15

 LOGGING SYNCHRONOUS
 STOPBITS 1
LINE VTY 0 4

 PASSWORD 1234
 LOGIN

!
END

VANCOUVER CONFIG – SHOW RUN (LEFT TO
RIGHT)



KELOWNA SITE
BUILD A VIRTUAL NETWORK AS FOLLOWS:

MARKETING (16 NODES)
SALES (45 NODES)



VANCOUVER CONFIG:
!

!
UPGRADE FPD AUTO

VERSION 12.4
SERVICE TIMESTAMPS DEBUG DATETIME MSEC

SERVICE TIMESTAMPS LOG DATETIME MSEC
NO SERVICE PASSWORD-ENCRYPTION

!
HOSTNAME VANCOUVER

!
BOOT-START-MARKER
BOOT-END-MARKER

!
LOGGING MESSAGE-COUNTER SYSLOG

ENABLE SECRET 5 $1$1MJC$ULL5G03ZVN.NYSIGIIODN1
!

NO AAA NEW-MODEL
IP SOURCE-ROUTE

NO IP ICMP RATE-LIMIT UNREACHABLE
IP CEF

!
!
!
!

NO IP DOMAIN LOOKUP
NO IPV6 CEF

!
MULTILINK BUNDLE-NAME AUTHENTICATED

!
!
!
!
!
!
!
!
!
!
!
!
!
!
!
!

ARCHIVE
 LOG CONFIG
  HIDEKEYS

! 
!
!
!
!

IP TCP SYNWAIT-TIME 5
!
!
!
!

INTERFACE FASTETHERNET0/0
 DESCRIPTION POINT TO POINT

 IP ADDRESS 172.16.16.29 255.255.255.252
 DUPLEX HALF

!
INTERFACE FASTETHERNET1/0
 DESCRIPTION ACCOUNTING

 IP ADDRESS 172.16.16.1 255.255.255.240
 IP ACCESS-GROUP 20 OUT

 DUPLEX AUTO
 SPEED AUTO

!
INTERFACE FASTETHERNET1/1

 DESCRIPTION ADMINISTRATION
 IP ADDRESS 172.16.16.193 255.255.255.224

 IP ACCESS-GROUP 100 OUT
 DUPLEX AUTO
 SPEED AUTO

!
INTERFACE FASTETHERNET2/0

 DESCRIPTION HUMAN RESOURCE
 IP ADDRESS 172.16.16.17 255.255.255.248

 IP ACCESS-GROUP 30 OUT
 DUPLEX AUTO
 SPEED AUTO

!
INTERFACE FASTETHERNET2/1

 NO IP ADDRESS
 SHUTDOWN

 DUPLEX AUTO
 SPEED AUTO

!

ROUTER OSPF 25999
 LOG-ADJACENCY-CHANGES

 NETWORK 172.16.16.0 0.0.0.15 AREA 0
 NETWORK 172.16.16.16 0.0.0.7 AREA 0
 NETWORK 172.16.16.28 0.0.0.3 AREA 0

 NETWORK 172.16.16.192 0.0.0.31 AREA 0
!

IP FORWARD-PROTOCOL ND
NO IP HTTP SERVER

NO IP HTTP SECURE-SERVER
!
!
!

ACCESS-LIST 20 DENY   172.16.16.224 0.0.0.31
ACCESS-LIST 20 DENY   172.16.16.128 0.0.0.63

ACCESS-LIST 20 PERMIT ANY
ACCESS-LIST 30 DENY   172.16.16.128 0.0.0.63

ACCESS-LIST 30 PERMIT ANY
ACCESS-LIST 100 DENY   TCP 172.16.16.0 0.0.0.15 HOST 172.16.16.195 EQ WWW
ACCESS-LIST 100 DENY   TCP 172.16.16.16 0.0.0.7 HOST 172.16.16.195 EQ WWW

ACCESS-LIST 100 DENY   TCP 172.16.16.128 0.0.0.63 HOST 172.16.16.195 EQ SMTP
ACCESS-LIST 100 DENY   TCP 172.16.16.224 0.0.0.31 HOST 172.16.16.195 EQ SMTP

ACCESS-LIST 100 PERMIT IP ANY ANY
NO CDP LOG MISMATCH DUPLEX

!
!
!
!
!
!

CONTROL-PLANE
!
!
!
!
!
!
!

GATEKEEPER
 SHUTDOWN

!
!

LINE CON 0
 EXEC-TIMEOUT 0 0
 PRIVILEGE LEVEL 15

 LOGGING SYNCHRONOUS
 STOPBITS 1
LINE AUX 0

 EXEC-TIMEOUT 0 0
 PRIVILEGE LEVEL 15

 LOGGING SYNCHRONOUS
 STOPBITS 1
LINE VTY 0 4

 PASSWORD 1234
 LOGIN

!
END

KELOWNA CONFIG – SHOW RUN (LEFT TO
RIGHT)



ACCESS-LIST 10 DENY 172.16.16.0 0.0.0.15
ACCESS-LIST 10 DENY 172.16.16.224 0.0.0.31

ACCESS-LIST 10 PERMIT ANY

ACCESS-LIST 20 DENY   172.16.16.224 0.0.0.31
ACCESS-LIST 20 DENY 172.16.16.128 0.0.0.63

ACCESS-LIST 20 PERMIT ANY

ACCESS-LIST 30 DENY   172.16.16.128 0.0.0.63
ACCESS-LIST 30 PERMIT ANY

ACCESS-LIST 40 DENY   172.16.16.128 0.0.0.63
ACCESS-LIST 40 PERMIT ANY

ACCESS-LIST 100 DENY   TCP 172.16.16.0 0.0.0.15 HOST 172.16.16.195 EQ WWW
ACCESS-LIST 100 DENY   TCP 172.16.16.16 0.0.0.7 HOST 172.16.16.195 EQ WWW
ACCESS-LIST 100 DENY TCP 172.16.16.128 0.0.0.63 HOST 172.16.16.195 EQ 25
ACCESS-LIST 100 DENY TCP 172.16.16.224 0.0.0.31 HOST 172.16.16.195 EQ 25

ACCESS-LIST 100 PERMIT IP ANY ANY

Access Lists


